Introduction
In recent years, signal matching has been required in many fields. A number of matching methods have been developed, and an appropriate method should be selected for each application in order to obtain the desired performance (1) (2) . Phase-only correlation (POC), phase correlation or PHAse Transform (PHAT) (3)- (17) , which is referred to herein as POC, is a phase-based correlation that is used for various applications, such as delay estimation (3)(4), motion estimation (5), registration (6)(7), video detection (8) (9) , and biometrics authentication (10) (11) . Phase-only correlation with Fourier transform was developed as PHAT in sound/sonar processing literature (3) , and POC with discrete Fourier transform was proposed by Kuglin and Hines (12) . The concept of POC is based on the fact that the information related to the displacement of two signals resides in the phase of the cross spectrum. Combining POC with various techniques, such as interpolation and curve fitting, provides highly accurate estimation (13)- (17) . In special cases, the normalized cross spectrum corresponds to the product of the signs of discrete cosine transform (DCT) coefficients. Previously, we derived this relationship mathematically and proposed DCT sign phase correlation (DCT-SPC) based on this relationship (18) . DCT-SPC is a phase-based correlation and has properties that are similar to those of POC. Images, particularly in the fields of biometrics, medicine, and surveillance camera require extreme security in order to avoid the risk of identity theft and invasion of privacy (19) . Generally, encrypting and scrambling are used to protect information (20) (21) . However, these protected images require decrypting or descrambling before image matching. In other words, neither POC nor DCT-SPC can be directly applied to conventional encrypted and scrambled images. Based on privacy concerns, secure multi-party techniques were applied to vision algorithms such as Blind Vision in (22) . However, in (22) , neither the registration nor the estimation of the geometric relationship between two images was discussed. In this chapter, for POC and DCT-SPC, we present phase-scrambled signals and a matching method that can be directly applied to phase-scrambled signals without descrambling. The presented methods are motivated by secure data management. The phase scrambling distorts only the phase information, which contains significant information of signals. Phase scrambling protects against the exposure of the information in the signal. Synchronized phase scrambling yields the relationship between non-scrambled signals. Therefore, POC and DCT-SPC can be directly applied to phase-scrambled signals. Moreover, the presented scrambling If the templates in a database were to be stolen, information about the original images would be vulnerable. (b) Secure templates: A template is stored in either a phase-scrambled coefficients form or a scrambled phase information form in order to guarantee secure data management. Phase scrambling prevents templates from putting at risk the information about the original images. has no effect on image matching. That is, the same accuracy is obtained from phase-scrambled signals without descrambling (23) (24) . This chapter is organized as follows. In Section 2, we describe the motivations and important considerations of the present study. In Section 3, POC and DCT-SPC are explained. In Section 4, the phase-scrambled signals and image matching for POC are described. We explain the reason why the POC between phase-scrambled signals has the same accuracy as that between the non-scrambled signals. In Section 5, the sign phase-scrambled signals and image matching for DCT-SPC are described. In Section 6, various simulations are presented for the purpose of confirming the effectiveness and appropriateness of the scrambled signals and image matching. Finally, Section 7 concludes this chapter.
Image matching between visually protected images
Image matching for authentication requires several templates that have been registered previously. Generally, the management of these templates requires a great deal of labor. Countermeasures to prevent theft and refusal of cross-references 1 Fig. 2 . Model of template-generation and matching algorithms for secure data management factors of DFT coefficients (DFT phase factors) and the signs of DCT coefficients (DCT signs) respectively, for translation estimation. In addition, both correlations require the magnitude of DFT coefficients for rotation and scaling estimation (6) . When the effect of rotation and scaling are small and can be ignored, only phase information is used for matching. Therefore, the conventional template for phase-based correlation is stored in either the coefficients in the transformed domain or in a phase information form. If the template stored in the coefficients were to be stolen, the information in the original signal may be compromised. Even in the case of the templates stored in the phase information form, the information in the original signal may be exposed by the inverse transform of the phase information, as shown in Fig. 1 (a) . In addition, neither the templates stored in the coefficients form nor the phase information form is considered for cross-referencing. Moreover, the templates stored in either the coefficients form or the phase information form may be modified or removed. Alternately, new templates may be introduced to the database. In order to address these problems, we focus on secure data management. In this chapter, we present phase-scrambled signals and a matching method for these signals using POC and DCT-SPC. The presented method is motivated by the need to guarantee secure data management. The template is stored in either phase-scrambled coefficients or a scrambled phase information form, as shown in Fig. 1 (b) , and the complete information about the original signal is protected by phase scrambling. In addition, the templates are used for image matching without descrambling. Synchronized scrambling by the same key allows estimation of the translated, rotated, and scaled values between an image and the template by phase-based correlation. Desynchronized scrambling using different keys prevents cross-referencing of templates, thereby guaranteeing secure data management. Note that, in the presented method, phase scrambling has no effect on matching using POC and DCT-SPC. That is, the estimation value between the phase-scrambled signals is obtained with the same accuracy as that between non-scrambled signals.
Phase-based correlation
Two phase-based correlations, POC and DCT-SPC, are explained. Single-dimensional notation is used for the sake of brevity. Let C, R, and Z denote the sets of complex, real, and integer numbers, respectively.
Phase-only correlation (POC)
Let the N-point DFT of the N-point real signal g i (n),
where j = √ −1. The quantities |G i (k)| and θ ik are the magnitude and phase, respectively. φ G i (k) = e jθ ik is referred to as the phase factor. The normalized cross spectrum is given as
where φ * (10)- (12), i.e.,
where W N denotes e −j2π/N . The integer displacement value between signals is estimated using (4).
DCT sign phase correlation (DCT-SPC)
Let the N-point DCT of the N-point real signal g i (n) be G iC (k). The DCT-II is defined as
where
G iC (k) is expressed as the absolute value, |G iC (k)|, and the sign, σ Gi (k), i.e.,
The DCT sign product is given as
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where K k is the weight, which is generally given as
The integer displacement value is estimated using (9) . The advantages of DCT-SPC over POC are computational complexity and memory complexity, because the DCT-SPC uses only the DCT signs to estimate translation between signals. The translation with non-integer numbers can be estimated by DCT-SPC with fitting function as well as POC (25).
Phase-scrambled signals and matching using POC
4.1 Template-generation and matching algorithms for secure data management Figure 2 shows a model of the template-generation and matching algorithms. In the templategeneration algorithms, either the DFT or the DCT coefficients of an input image are calculated and multiplied by the synchronized signs in order to generate the phase-scrambled coefficients. Either the phase-scrambled coefficients or the scrambled phase information, which is extracted from the phase-scrambled coefficients, is stored as a template in a database. In the secure matching algorithms, when a query image, which is not scrambled, is input, the DFT or the DCT coefficients of the query image are calculated and multiplied by the synchronized signs to generate the phase-scrambled coefficients. The matcher executes phase-based correlation between the phase-scrambled coefficients and templates. In this section, we explain scrambled signals for POC and an image-matching method using POC. We demonstrate that scrambling has no effect on the accuracy of matching.
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Phase-scrambled signals
Let us first consider scrambling of the N-point signal g i (n) for POC. First, N-point signs, s α i (k), are generated in random order by a random number generator with a key, α i , i.e.,
In this chapter, the key corresponds to a seed that initializes the random number generator. Multiplying the DFT coefficients,
is expressed in polar form as
Comparing (14) and (15) yields the relationship between the non-scrambled coefficients and the phase-scrambled coefficients:
and
We can conclude that scrambling has no effect on the magnitude. Therefore, the phasescrambled coefficients G i (k) are expressed in terms of the DFT magnitude, |G i (k)|, of the original signal and the scrambled phase factor, φ G i (k), as
The phase-scrambled signal g i (n) is the inverse transform of the phase-scrambled coefficients:
Let us consider the two-dimensional version of the signals as images. Figure 3 shows the limited images derived from a non-scrambled image g i (n 1 , n 2 ), the DFT coefficients of which are
. The phase-scrambled imageg i (n 1 , n 2 ) protects the visual information of the non-scrambled image, as shown in Fig. 3 (b) . The DFT magnitude of the non-scrambled image and that of the phase-scrambled image are identical. The phase factor of the non-scrambled image and that of the phase-scrambled image are different. The phase-only image g φ i (n 1 , n 2 ), as shown in Fig. 3 (c) , which is derived from the phase factors of the non-scrambled image, exposes information about the non-scrambled image, whereas the www.intechopen.com
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where φ G i (k 1 , k 2 ) denotes the scrambled-phase factor. The phase-scrambled signal and the phase-scrambled coefficients are the space domain representation and the frequency domain representation, respectively. In the following sections, we generally do not distinguish the phase-scrambled signal from the phase-scrambled coefficients, except where confusion may occur. We refer to the phase-scrambled coefficients as the phase-scrambled signal for one-dimensional expression or the phase-scrambled image for two-dimensional expression.
Matching using POC between phase-scrambled signals
From (3), the normalized cross spectrum, R φ (k), between φ G 1 (k) and φ G 2 (k) is given as
where, if the same key is used, i.e., s α 1 (k) = s α 2 (k), for any k, then
If the keys are different, i.e., α 1 = α 2 , then R φ (k) = R φ (k). We conclude that the normalized cross spectrum of phase-scrambled signals and that of non-scrambled signals are identical if the key is the same, and we can therefore obtain the estimation values with the same accuracy.
Scrambling and image matching steps for POC 4.4.1 Scrambling
Scrambling proceeds as follows:
Step 1 The DFT coefficients are calculated from an image.
Step 2 The signs s α i (k) are generated by a key α i .
Step 3 The DFT coefficients are multiplied by the signs according to (13) . The nonscrambled image is composed of the absolute value |G C (k 1 , k 2 )| of DCT coefficients and the DCT signs σ G i (k 1 , k 2 ), while the sign phase-scrambled image is composed of the absolute value | G Ci (k 1 , k 2 )|, which is identical to |G Ci (k 1 , k 2 )|, and the scrambled DCT signs σ G i (k 1 , k 2 ).
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g i (n 1 , n 2 ) g Ci (n 1 , n 2 ) g σi (n 1 , n 2 ) σ Gi (k 1 , k 2 ) g σi (n 1 , n 2 ) σ Gi (k 1 , k 2 ) |G Ci (k 1 , k 2 )| = | G Ci (k 1 , k 2 )| | G Ci (k 1 , k 2 )| σ Gi (k 1 , k 2 )(
Image matching for translation
Image matching using POC for estimating translation between a query and a template is accomplished according to the following steps:
Step 1 The query is scrambled by the signs that are used for scrambling of the template.
Step 2 The DFT phase factors are extracted.
Step 3 The normalized cross spectrum is calculated using (3).
Step 4 The inverse DFT is applied to the result of Step 3 using (4).
Scrambling has no effect on the accuracy of image matching, because the effect of scrambling is canceled when the normalized cross spectrum is calculated.
Image matching for rotation and scaling
The DFT magnitude is used for the estimation of the rotated and scaled values between images (6). The phase scrambled method does not distort the DFT magnitude. Therefore, the DFT magnitude can be directly used for estimation. The steps for phase-scrambled images are the same as those for non-scrambled images.
Sign phase-scrambled signals and DCT-SPC
In this section, we explain sign phase-scrambled signals and their matching for DCT-SPC. The DCT signs express the phases of signals in the transform domain (18) . We show that scrambling has no effect on the accuracy of image matching.
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Sign phase-scrambled signal
Let us consider sign phase scrambling of g i (n) for DCT-SPC. Multiplying s α i (k) in (17) by G Ci (k) yields the sign phase-scrambled DCT coefficients, G Ci (k), i.e.,
where the quantities | G Ci (k)| and σ G i (k) are the absolute value and sign, respectively. Combining (26) and (27) gives the quantitative relationships between the sign phase-scrambled DCT coefficients, G Ci (k), and the non-scrambled DCT coefficients, G Ci (k):
Therefore, the sign phase-scrambled DCT coefficient, G Ci (k), is expressed in terms of the absolute value, |G Ci (k)|, of the non-scrambled signal and the scrambled DCT sign,
The sign phase-scrambled signal is the inverse transform of the sign phase-scrambled DCT coefficients, i.e.,
The sign phase-scrambled signals are real numbers. The DCT-SPC uses the DCT signs, which are extracted from the transform of the sign phase-scrambled signals. Figure 4 shows the images derived from a non-scrambled image, as shown in Fig. 4 (a) , and the relationships between these images. As shown in Fig. 4 (b) , the sign phase-scrambled image protects the information about the non-scrambled image. The DCT signs of the nonscrambled image and that of the sign phase-scrambled image are different. The sign-only image, as shown in Fig. 4 (c) , which is derived from the DCT signs of the non-scrambled image, exposes the information of the non-scrambled image, while the scrambled sign-only image, as shown in Fig. 4 (d) , protects the information about the non-scrambled image.
Matching using DCT-SPC between sign-scrambled signals
In the case of the sign phase-scrambled DCT coefficients, the DCT sign product is also invariant if the same key is used. From (8), the DCT sign product,
From (8),
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If the same key is used, we obtain the same result under scrambling, i.e.,
If the keys are different, the result is R σ (k) = R σ (k). This can help prevent illegal use of the image matching. We can thus conclude that there is no effect of scrambling on registration accuracy.
Scrambling and image matching steps for DCT-SPC 5.3.1 Sign phase scrambling
Step 1 The DCT coefficients are calculated from an image.
Step 3 The DCT coefficients are multiplied by the signs s α i (k) according to (26).
Image matching for translation
Image matching using DCT-SPC for estimating translation between a query and a template is accomplished according to the following steps:
Step 2 The DCT signs are extracted.
Step 3 The DCT sign product is calculated using (8).
Step 4 The inverse transform is applied to the result of Step 3 using (9).
Scrambling does not affect the accuracy of image matching, because the effect of scrambling is canceled when the DCT sign product is calculated.
SIMULATION
Translation (synchronized phase scrambling)
Translation estimation experiments were performed using non-scrambled images and synchronized phase-scrambled images. Figure 5 shows the test images: (a) is a 256 × 256 nonscrambled image, (b) is the shifted image of (a) by 20 pixels in both the horizontal and vertical directions, and (c) and (d) are the phase-scrambled images of (a) and (b), respectively. Note that the phase-scrambled images were generated with the same key, which initializes the random number generator, i.e., α 1 = α 2 , s α 1 (k) = s α 2 (k), for any k. We refer to the use of the same key as synchronized phase scrambling. We executed POC between the two non-scrambled images, (a) and (b), and POC between the two phase-scrambled images, (c) and (d), as shown in Fig. 5 . Figure 6 shows that the POC surface between phase-scrambled images in (21) was the same as the POC surface between non-scrambled images in the case of synchronized phase scrambling. Phase scrambling has no effect on the accuracy of image matching. We also performed DCT-SPC between the two non-scrambled images and DCT-SPC between the corresponding sign phase-scrambled images. Note that the sign phase-scrambled images were generated using the same key. Figure 7 shows the DCT-SPC surface between sign phasescrambled images and that between non-scrambled images. Sign phase scrambling was confirmed to have no effect on the accuracy of image matching. (a) and (b) are identical, and an acute peak appears at the location expressing the translational displacement. Figure 8 shows the effect of noise on image matching. The test image is shown in Fig. 5 (a) , and the shifted image is shown in Fig. 5 (b) . First, the noise, which consisted of Gaussian random numbers with zero mean and a standard deviation of 25, was added to the shifted image in the space domain. Figure 8 (a) shows the POC surface between the image and the shifted image with noise. Compared with Fig. 6 (a) , the effect of noise on the POC surface is clear. Next, we scrambled these two images and performed POC. Figure 8 (b) shows the results. We confirmed that (a) and (b) in Fig. 8 were identical. We can conclude that scrambling has no effect on image matching. 
Effect of noise on image matching (synchronized phase scrambling)
Translation (desynchronized phase scrambling)
Translation estimation experiments were performed between the desynchronized phasescrambled images and desynchronized sign phase-scrambled images. That is, the phasescrambled images were generated with different keys, i.e., α 1 = α 2 . The sign phase-scrambled images were also generated with different keys, i.e., α 1 = α 2 . Figure 9 shows both the POC surface between phase-scrambled images and the DCT-SPC surface between sign phasescrambled images. A distinct peak expressing the translational displacement did not appear on either the POC surface and the DCT-SPC surface. The properties of phase-scrambled images with different keys provides a countermeasure against cross-referencing. 
Rotation and Scaling
Rotated and scaled values are generally estimated using the DFT magnitude. This is based on the fact that the DFT magnitude contains information related to the rotated and scaled values, which are independent of translation. Note that the log-polar transform is applied to the DFT magnitude in order to reduce the rotated and scaled values to vertical and horizontal translations, respectively (6) . The rotated and scaled values between two images, as shown in Fig. 10 , were estimated under two conditions: non-scrambling and phase scrambling with the same key. We confirmed that the POC surface between phase-scrambled images with the same key and that between nonscrambled images were identical. This result is trivial, however, because the presented phase scrambling does not distort the DFT magnitude, as shown in (16) . The phase scrambling does not affect the image matching, and we can perform image matching without descrambling. 
Conclusion
The presented scrambling enables image matching using invisible images. In addition, image matching between phase-scrambled images is performed with the same accuracy as that between non-scrambled images. We have explained how to generate phase-scrambled signals that protect the information in the original image and demonstrated that the presented synchronized phase-scrambling maintains the relative relationship between two signals mathematically. We have shown that the presented scrambling is applicable to both DFT and DCT coefficients, and therefore secure image matching for phase-based correlation is achieved. In particular, DCT-SPC is closely related to the image compression method. Application of the presented scrambling in areas such as image communications and image compression appears promising. In the presented scrambling, the management of keys depends on desired systems. Meanwhile, for visual protection, there is one-time key based phase scrambling which does not require the management of keys (26; 27) .
